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Abstract

Cloud systems are highly configurable, with hundreds to thousands
of configuration parameters. Configuration-related bugs are major
sources of cloud failures, yet most tests only run under default con-
figurations, leaving systems vulnerable to untested configurations.

This paper applies coverage-based greybox fuzzing to config-
uration testing of cloud systems. We use developer-written unit
tests as fuzz drivers: they avoid the cluster-initialization overhead
of system tests and thus provide the high test execution speed that
greybox fuzzing demands. Since cloud systems expose hundreds to
thousands of configuration parameters but any unit test typically
exercises only a small subset of them (15.14% on average), we design
parameter-aware mutation and fuzzing energy allocation strategies:
(1) we restrict mutation to only the configuration parameters exer-
cised by each seed, and (2) we incorporate both code coverage and
configuration parameter coverage into fuzzing energy allocation,
giving more effort to seeds that explore more code and parameters.

We implement these ideas in ConFFuzz and evaluate it on nine
widely used cloud systems. Compared with a greybox fuzzing
baseline without parameter-aware mutation and energy allocation,
ConrFuzz covers roughly 3.2 times more branches while exploring
substantially more configuration parameters. In total, ConFFuzz
and its variants have detected 125 bugs, of which 14 have been fixed
and 12 more have been confirmed.
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« Software and its engineering — Software testing and debug-
ging.
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1 Introduction

Modern cloud systems are highly configurable, with hundreds to
thousands of configuration parameters spanning diverse types,
semantics, and constraints [13, 44, 58, 76, 85]. The enormous con-
figuration space makes it fundamentally difficult to test and verify
software correctness [34, 57, 67-69]. As aresult, configurations have
been a major source of cloud system failures. For example, faulty
configurations were reported as the second largest cause of service
disruptions in a major Google production service [8]. At Meta, 16%
of service-level incidents, including significant outages (e.g., [55]),
were introduced by configuration changes [40, 58]. Other studies
report comparable trends across cloud ecosystems [22, 37, 47, 53].
Mature systems often have abundant developer-written unit tests
that achieve high code coverage [25, 57], but those tests usually
exercise only a small set of handpicked configurations, most often
the default configuration. Systems therefore remain vulnerable to
failures triggered by untested configuration changes.

Recent research on automated configuration testing of cloud
systems mainly follows two directions. Configuration testing [15,
57, 66, 67, 75, 78] identifies the parameters exercised by each unit
test and generates a limited set of configurations for testing, but it
does not use execution feedback to guide subsequent generation.
Configuration fuzzing [14, 18, 19, 31] mutates configuration values
automatically. For example, ECFuzz [31] targets large cloud systems,
but it remains blackbox: it does not use execution feedback and
relies on a small number of manually written system tests (2.6 per
project on average), which limits both test execution speed and the
breadth of code that testing can reach [21, 23, 45, 77].

Greybox fuzzing has recently been applied to configuration test-
ing of command-line applications [30, 61, 63, 90], showing that cov-
erage can further guide configuration fuzzing toward unexplored
behavior. However, the configuration spaces of command-line ap-
plications are orders of magnitude smaller than the configuration
spaces of cloud systems, with each application exposing only 1 to 14
options, 92.6% of which are booleans [90]. Therefore, how to reduce
the search space and guide fuzzing to efficiently reveal unexplored
system behaviors remains a challenge for greybox configuration
fuzzing of cloud systems.
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In this paper, we apply coverage-based greybox fuzzing to config-
uration testing of cloud systems. We address the above challenge by
leveraging exercised configuration parameters gathered during exe-
cution to guide mutation and fuzzing energy allocation. Specifically,
we make the following design decisions:

o To provide the high test execution speed and code coverage that
greybox fuzzing demands, we use existing developer-written unit
tests as fuzz drivers. Such tests are abundant in mature projects
and execute far faster than the system tests used by the prior
cloud-system configuration fuzzer [31], which usually spend
seconds to minutes initializing clusters, starting services, and dis-
tributing workloads. We transform existing unit tests into fuzz dri-
vers by instrumenting the unified configuration APIs (§2.3) that
mature cloud systems employ, building on ideas from Ctest [57]
and UTopia [26].

e Based on our observation that a unit test typically uses only a
small fraction of all parameters (15.14% on average) and mutating
one parameter can steer execution to a new path that reads addi-
tional parameters, we design parameter-aware mutation which
dynamically tracks which configuration parameters are exercised
during fuzzing and restricts mutation to only those parameters.

o Different unit tests can also exercise dramatically different num-
bers of parameters. CoNFFuzz therefore introduces parameter-
aware fuzzing energy allocation [11], which allocates fuzzing
energy based on both code coverage and configuration parameter
coverage, giving more effort to seeds that explore more code and
more of the configuration space.

We implement these ideas in CoNFFuzz and evaluate it on nine
large cloud systems with hundreds to thousands of configuration
parameters. ConFFuzz advances configuration fuzzing to cloud-
system scale by integrating and customizing the three ingredients
above: unit tests as fuzz drivers, reduction of the configuration
space to the dynamically exercised parameters of each seed, and
exercised parameters as feedback for seed selection and energy
allocation. In contrast, ECFuzz [31], the prior cloud-system config-
uration fuzzer, is blackbox with no feedback, and ConfigFuzz [90],
the prior greybox configuration fuzzer for command-line options,
does not scale to the large configuration space of cloud systems.

We compare ConFFuzz against a greybox baseline that reimple-
ments the core strategy of ConfigFuzz [90] for Java-based cloud
systems, because the original ConfigFuzz targets C/C++ programs
and command-line options. Our evaluation shows that CoNnrFFuzz
finds more bugs than the baseline, and covers roughly 3.2 times
more branches while exploring substantially more configuration
parameters. We also perform ablation studies of parameter-aware
mutation and fuzzing energy allocation, which show that both im-
prove fuzzing efficiency: ConFFuzz covers 13.3% to 14.2% more
branches than its two parameter-aware variants. Across all cam-
paigns, CoNFFUzz and its variants expose 125 configuration-related
bugs, including 14 fixed bugs and 12 additional confirmed bugs.

Summary. This paper makes the following contributions:

o A greybox configuration fuzzing design for cloud systems with
unified configuration APIs, instantiated with existing unit tests
as fuzz drivers;
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e Dynamic parameter-aware fuzzing with per-execution tracking,
mutation over exercised parameters, and fuzzing energy alloca-
tion guided by code coverage and parameter usage;

e An evaluation of ConFFuUzz on nine widely used cloud systems,
including ablation studies and 125 detected bugs.

2 Background and Motivation
2.1 Blackbox/Greybox Configuration Fuzzing

Prior work has explored fault injection and fuzzing for config-
urable systems through both configuration-file and command-line
interfaces [14, 18, 19, 27, 30-32, 38, 61, 63, 69, 81, 84, 90]. These
techniques include both blackbox and greybox designs. Blackbox
fuzzing mutates configurations and detects bugs through coarse
outcomes such as crashes and failures. Greybox fuzzing additionally
uses execution feedback, such as code coverage, to guide mutations.

ECFuzz [31] is prior work on blackbox configuration fuzzing for
large cloud systems. It targets systems with large configuration
spaces, but it does not use execution feedback such as code cover-
age. Its search therefore remains unguided by program behavior.
When the target system exposes hundreds to thousands of param-
eters but any single execution exercises only a small fraction of
them, unguided search is expensive: the fuzzer may spend many
executions mutating parameters that the current test or fuzz driver
never reads, and therefore make little progress toward new paths.
The problem is more severe in complex cloud systems, where end-
to-end testing often relies on a small number of system tests or
validators and may not reach important modules such as recov-
ery and fault-tolerance mechanisms. Prior work has shown that
these modules are difficult to reach [21, 23, 45, 77] and prone to
configuration-related defects [77].

ConfigFuzz [90] is a greybox configuration fuzzer that uses code
coverage to guide fuzzing of command-line options. Follow-up
work extends option fuzzing with whitebox analysis [63, 64], LLM-
guided option-combination prediction [56, 61], interleaved option-
file fuzzing [30], and dynamic configuration scheduling [17]. How-
ever, these techniques target a different setting from this paper.
In ConfigFuzz’s evaluation, for example, each studied program ex-
poses only 1 to 14 options, and 25 of the 27 options across all studied
programs are simple booleans. In such a small option space, the
lack of parameter-level guidance is less restrictive. Cloud systems
present a different challenge: they typically expose hundreds to
thousands of parameters with diverse types and semantics. Code
coverage alone does not tell which configuration parameters were
exercised in the current execution, and therefore does not indicate
which part of the configuration space should be mutated next.

Coverage-based greybox fuzzing has been widely studied and
shown effective in many testing settings [11, 12, 20, 42, 48, 49, 54].
Greybox fuzzing is therefore a natural starting point for configu-
ration testing of cloud systems. Cloud systems, however, expose a
second source of guidance beyond code coverage. Each execution
not only reaches some set of code paths but also reveals which
configuration parameters were exercised on those paths. Runtime
parameter-usage information can therefore focus later mutations
on the relevant region of the configuration space.
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Figure 1: The CDF of the percentage of configuration param-
eters used by unit tests across nine evaluated projects.

2.2 Unit Tests as Fuzz Drivers

Greybox fuzzing needs fuzz drivers that can be executed repeatedly
and at low cost. Existing developer-written unit tests satisfy this
requirement well. Ctest [57] showed that many developer-written
unit tests exercise configuration parameters and therefore have
strong potential for configuration testing. UTopia [26] showed that
existing unit tests can be transformed into fuzz drivers by turning
them into parameterized unit tests [59]. However, unit tests also
sharpen the guidance problem because a unit test typically exercises
only a small slice of the full configuration space.

Figure 1 shows the percentage of configuration parameters exer-
cised by unit tests across nine evaluated cloud systems. On average,
a unit test exercises only 15.14% of the total parameters. In HCom-
mon, MapReduce, and Yarn, 90% of unit tests exercise less than 10%
of the parameters. Directly mutating parameters from the full con-
figuration space is therefore inefficient in unit-test-driven greybox
fuzzing. When a fuzzer mutates parameters that the current test
does not read, the resulting configuration is likely to produce the
same behavior as the parent seed. The narrow exercised-parameter
set of a unit test makes this inefficiency substantial.

The exercised-parameter set is also not fixed. Mutating one pa-
rameter can steer execution to a new path that exercises additional
parameters. A one-time parameter set collected before fuzzing, such
as the set observed under the default configuration, is therefore
insufficient for iterative greybox fuzzing. The fuzzer must track
parameter usage in each fuzzing round and use that information
together with code coverage to guide later mutation.

2.3 Configuration APIs

ConrFuzz instruments configuration APIs for dynamic tracking
of configuration parameters and instruments configuration con-
structors for in-situ mutation of configuration values during fuzzing
(§3.2.1). Mature software projects, including the nine projects in our
evaluation, typically expose unified configuration APIs to manage
hundreds to thousands of parameters systematically. Prior work on
configuration testing and analysis [9, 15, 31, 36, 38, 51, 52, 57, 67, 77,
81, 87-89] has repeatedly relied on this design, and our approach
builds on the same observation.

In modern cloud systems, configurations are commonly repre-
sented as dedicated classes that expose a common pair of opera-
tions: GET and SET. The GET API takes the form “<T> get(String
parameter)”; it accepts a configuration-parameter name and returns
its value. The SET API takes the form “void set(String parameter,
<T> value)”; it updates the value of a given parameter with the
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Algorithm 1: Coverage-based greybox fuzzing.

Input: program p, set of initial inputs I
Output: a queue of seeds S and failing inputs F

1Se1

2 F—20

3 totalCoverage «— 0

4 repeat

5 s « selectSeed(S)

6 for 1 < i < numCandidates(s,S) do

7 candidate «— mutate(s)

8 coverage, result < run(p, candidate)
9 if result = Failure then

10 ‘ F « FU {candidate}

11 else if coverage ¢ totalCoverage then
12 S.append(candidate)

13 totalCoverage « totalCoverage U coverage
14 if time budget expires then

15 ‘ break

16 until time budget expires;
17 return S, F

input value. In practice, these raw GET and SET APIs are often
wrapped by typed APIs such as getInt and getBoolean [2, 35].
These simple, unified APIs provide natural points for instrumen-
tation to track the runtime usage of configuration parameters and to
directly mutate the in-memory representation of configuration ob-
jects. They can also be instrumented efficiently without reasoning
about complex parsing logic or diverse configuration file formats

such as XML, INI, JSON, and YAML.

3 ConrFuzz

ConrFuzz is a greybox configuration fuzzer for highly configurable
cloud systems that uses developer-written unit tests as fuzz drivers.
Unlike prior configuration fuzzers [18, 19, 31, 90], CoNFFuzz ex-
plicitly captures the interaction between configuration parameters
and system code. This design leads to two key decisions:

o ConrFuzz mutates only the configuration parameters exercised
by the selected fuzz driver, instead of mutating a random subset
from the full parameter space of the target system;

e ConrFuzz uses both code coverage and exercised-parameter
information to decide which executions to save as seeds and how
much fuzzing energy to allocate to each seed.

Algorithm 1 shows conventional code-coverage-guided greybox
fuzzing. The fuzzer maintains a seed queue of interesting inputs,
allocates mutation budget with numCandidates(s, S), which scores
the selected seed s against the rest of the queue S using code cov-
erage alone (line 6), mutates saved inputs (line 7), and appends a
candidate to the seed queue only when executing it expands total
code coverage (lines 8-12). ConFFuzz, shown in Algorithm 2, keeps
this greybox structure but specializes it to configuration fuzzing
with unit tests. The teal statements in Algorithm 2 mark the CoNF-
Fuzz-specific extensions.

ConrFuzz extends traditional coverage-based greybox fuzzing
in three ways. First, CoNFFuzz runs the fuzz driver once under the
default configuration D and uses that execution to create the initial
seed (lines 1-2), because the default configuration is the natural
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Algorithm 2: ConfFuzz: Param-aware greybox configura-
tion fuzzing.

Input: test ¢, default configuration D

Output: a queue of seeds S (each with configuration, code coverage
and exercised parameters) and failing configurations F

coverage, params, _ < run(t,D)

-

2 S « [(D, coverage, params)]
3 Fe—10
totalCoverage < coverage

'S

totalParams < params

=

6 repeat
7 s « selectSeed(S)
/* param-aware energy allocation */
3 for 1 < i < numCandidates(s,S) do
/* param-aware configuration mutation */
9 candidate «— mutateConfig(config(s), params(s))
10 coverage’, params’, result « run(t, candidate)
11 if result = Failure then
12 ‘ F « FU {candidate}
13 else if coverage’ ¢ totalCoverage
V params’ ¢ totalParams then
14 S.append((candidate, coverage’, params’))
15 totalCoverage «— totalCoverage U coverage’
16 totalParams « totalParams U params’
17 if time budget expires then
18 ‘ break

19 until time budget expires;
20 return S, F

valid starting point for a unit test. Second, each saved seed stores

not only a configuration and its code coverage but also the set of pa-

rameters exercised in that execution. This runtime parameter-usage
information lets CoNFFuzz mutate only the parameters that affected
the parent execution (line 9). Third, ConFFuzz extends the energy

allocation and seed saving logic. The method numCandidates(s, S)

uses both the code coverage of the selected seed and its exercised

parameters to decide how many candidates to generate (line 8), and

ConrFuzz saves a seed when it either covers new code or exercises

a previously unseen parameter (lines 10-14).

The rest of this section describes three main parts of ConFFuzz:

o Instrumentation support for transforming existing unit tests into
configuration fuzz drivers (§3.1);

e Parameter-aware configuration mutation to mutate only exer-
cised parameters during fuzzing executions (§3.2);

e Parameter-aware energy allocation that assigns more fuzzing
energy to seeds that cover more code and more exercised config-
uration parameters (§3.3);

We also describe the failure-analysis support of ConFFuzz in §3.4,

which helps users debug the failures found by ConrFuzz.

3.1 Transforming Unit Tests into Fuzz Drivers

ConrFuzz follows the same high-level idea as UTop1A [26]: it reuses
existing unit tests as fuzz drivers. The transformation differs, how-
ever, because the fuzzed input in our setting is not a conventional
API argument, as in UTopIA, but a configuration object. In configu-
ration testing, a unit test typically creates a configuration object
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1 public class Configuration {

2 public Configuration() {

3 - this(loadDefaultConfig);

4+ this(ConfFuzzGenerator.genConfig());
5

6

} /* .../hadoop/conf/Configuration. java */
(a) Configuration constructor

1 public String get(String name) {
2+ String confFuzzParam = name;

3 String[] names = handleDeprecation(deprecationContext.get(),
name);

4 String result = null;

5 for(String n : names) {

6 + confFuzzParam = n;

7 result = substituteVars(getProperty(n));

8 }

9 + ConfigTracker.recordGet (confFuzzParam, result);

10 return result;
11 } /* .../hadoop/conf/Configuration.java */

(b) Configuration GET API

Figure 2: Instrumentation for Hadoop configuration con-
structor and GET APL

and later exercises only a small number of parameters through con-
figuration APIs. ConrFuzz therefore needs to connect a mutated
configuration object to the test under fuzz. It does so by instru-
menting the constructor of the configuration class to load mutated
configuration parameter values during fuzzing.

Figure 2a shows an instrumentation example in Hadoop [4].
Whenever a test creates a configuration object, the instrumented
constructor invokes the configuration generator of ConrFuzz (line
4 in Figure 2a), obtains a mutated configuration object, and passes it
to the test. If the class does not expose such a constructor, ConFFuzz
instruments the GET APIs for each configuration parameter and
returns the value generated by ConFFuzz when the test invokes the
GET APL By connecting the unit test with the fuzzed configuration
object, ConFFuzz can transform existing unit tests into fuzz drivers
without modifying the tests themselves.

In the GET API of Figure 2b, handleDeprecation resolves a re-
quested name to a set of names that includes aliases and depre-
cated names, and CoNFFuzz updates confFuzzParam inside the same
name-resolution loop that produces result. ConfigTracker there-
fore records the resolved name whose value the GET API returns,
which is exactly the configuration parameter the test observes,
rather than an unrelated alias.

Generality and assumptions. ConFFuzz targets systems that
read configuration parameters through a uniform GET API such as
get(String) and typed wrappers like getInt and getBoolean that
retrieve a value by parameter name. This abstraction originates
in java.util.Properties and is pervasive in mature Java systems
and libraries (e.g., Apache Commons Configuration). This same
uniformity is used by a broad class of configuration analysis and
testing tools [13, 38, 57, 66, 68, 74, 76]. A configuration parameter
is a named value read through such an APL

For a unit test to serve as a fuzz driver, it must (1) read at least
one parameter through an instrumentable GET API, (2) exhibit
configuration-dependent behavior, (3) pass under the default con-
figuration, and (4) be reproducible enough to support debugging.
ConrFuzz’s effectiveness relies on the abundance of such tests,
which prior studies have documented [15, 38, 57, 66, 67, 78].
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Not all unit tests are suitable for configuration fuzzing because
some tests do not exercise any configuration parameter. CONFFuzz
automatically identifies suitable tests by running the full unit test
suite once under the default configuration and selecting only the
tests that exercise at least one configuration parameter.

3.2 Parameter-Aware Configuration Mutation

Parameter-aware configuration mutation allows CoNFFuzz to use
unit tests effectively as fuzz drivers. Traditional coverage-based
greybox fuzzing (Algorithm 1) mutates a saved input without know-
ing which parts of that input affected the current execution. As §2.2
showed, a unit test typically exercises only a small subset of config-
uration parameters. If the fuzzer mutates across the full parameter
space, many fuzzing rounds will spend effort on parameters that the
current test never exercises. To avoid this inefficiency, ConrFuzz
tracks the parameters exercised by each execution and passes that
information to mutateConfig(config, params) in Algorithm 2 (line
9). As a result, each mutation round changes only the parameters
exercised by the parent execution.

3.2.1  Dynamic configuration parameter tracking. CONFFUZzzZ instru-
ments configuration GET API(s) to dynamically track the config-
uration parameters that a fuzz driver actually exercises in each
fuzzing execution. In modern cloud systems, configuration parame-
ters are usually accessed either through a centralized configuration
interface with GET APIs or through specialized APIs for individual
configuration parameters. CoNFFuzz instruments both types of
APIs. Figure 2b shows the instrumentation for Hadoop [4]; only
three new lines are required. Hadoop also exposes other GET APIs
such as getInt and getDouble, but they are wrappers around the
get method in Figure 2b. Instrumenting get is therefore sufficient.

When a configuration parameter is accessed during fuzzing,
ConrFuzz records it in the parameter tracker (ConfigTracker in
Figure 2b). The high-level instrumentation strategy resembles that
of Ctest [57]. The key difference is that Ctest logs the parameters
used by a test under the default configuration as a one-time analy-
sis step, whereas CoNFFuzz tracks exercised parameters in every
fuzzing execution and uses the tracked set to guide later mutation.

3.22  Mutation workflow. The dynamically tracked parameter set
determines which parameters CONFFUzz may mutate in each fuzzing
round. During fuzzing, CoNFFuzz saves selected executions as seeds.
Each seed stores the configuration used in that execution, the code
coverage from that execution, and the set of parameters exercised
by the fuzz driver under that configuration (line 14 in Algorithm 2).
The saved configuration becomes the base for later mutation, and
the stored parameter set determines which parameters may be
mutated if that seed is selected.

Starting from default configuration. ConrFuzz starts fuzzing
from the default configuration because it is valid and well tested. If
a fuzz driver fails even under the default configuration, that failure
already indicates a bug, and the driver is not suitable for fuzzing.
The blackbox configuration fuzzer ECFuzz [31] also starts from
the default configuration. The difference is that ECFuzz mutates
from the default configuration in every fuzzing round, whereas
ConrFuzz uses the default configuration only to create the initial
seed for each fuzz driver.
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New Configuration Input generated by ConfFuzz

- mapreduce.output.fileoutputformat.compress = false
+ mapreduce.output.fileoutputformat.compress = true
1
@Test /* mapred/TestFileOutputCommitter.java */ ,I'
public void testMultiKey2() { v

testMapFileOutputCommitterInternal(l); e
. ‘ . ,/'l’riggcrs new code path and
/* mapred/MapFileOutputFormat.java */ ,// coverage on a new config
public RecordWriter getRecor‘dy\l_r‘_i—tér’"( ...) { param “COMPRESS_TYPE”
if (getCompressOutput(job)?y {
compressionType =
SequenceFileOutputFormat.getOutputCompressionType(job);

} conf.get(org.apache.hadoop.'mapreduce.lib.output
.FileOutputFormat.COMPRESS_TYPE, ...);

Figure 3: A new configuration parameter COMPRESS_TYPE used
by the unit test testMultiKey2, via a new control flow, when a
boolean parameter changes.

Maintaining the parameter set. For each fuzz driver, ConrFuzz
first runs the driver under the default configuration and records
the parameters exercised by that execution. The default configu-
ration, its coverage, and the recorded parameters form the initial
seed. Later, when ConFFuzz selects a seed as the parent for mu-
tation, it starts from the configuration stored in that seed rather
than from the default configuration, and mutates only parameters
in the parameter set stored with that seed. After executing the mu-
tated configuration, CoNFFUZzz records the parameters exercised in
the new execution. If that execution is later saved as a new seed,
ConrFuzz stores the new configuration, the new coverage, and the
updated parameter set. The exercised-parameter set can therefore
change dynamically during fuzzing, and ConrFuzz always mu-
tates the parameters exercised by the selected parent seed. Figure 3
shows an example in which a test in MapReduce exercises a new
parameter after a boolean parameter in the current parameter set
changes from false to true, enabling a new control flow.

Generating values for selected parameters. After ConrFuzz
selects the parameters to mutate from the parent seed, it must gen-
erate different values for those parameters. All other configuration
parameters retain their values from the parent seed. Parameters
outside the exercised-parameter set are not mutated either, so their
values usually remain at the defaults inherited from the parent.
ConrFuzz follows prior configuration fuzzers [31, 90] in gener-
ating values for the selected parameters. Specifically, ConFFuzz
performs type inference and semantic inference for each configu-
ration parameter. There is a large body of work on type inference
for configuration parameters through program analysis [52, 81]
and text analysis [10, 31, 32, 50, 86]. We use a simple analysis that
infers the type of each parameter from the type of its default value.
For String-typed parameters, semantic inference uses predefined
regular expressions, which are the same patterns used for value gen-
eration, in a manner similar to prior work [31, 32, 86, 90]. Despite
its simplicity, we find this approach effective in practice.

3.3 Parameter-Aware Energy Allocation

The previous subsection described how ConrFFuzz selects and mu-
tates configuration parameters in each fuzzing round. We now
describe how ConFFuzz extends seed admission and mutation bud-
geting in traditional coverage-based greybox fuzzing.

Traditional coverage-based greybox fuzzing saves a candidate
as a seed when the candidate expands total code coverage relative
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to the current seed queue (lines 8-12 in Algorithm 1). ConFFuzz
keeps that rule and adds a second saving condition: CoNFFuzz also
saves a candidate as seed when its exercised parameter set contains
a parameter outside totalParams (lines 10-14 in Algorithm 2). New
exercised parameters often accompany new code coverage because
they are frequently reached through control flow that the current
seed queue has not covered yet. The converse does not always
hold: a candidate may expand code coverage without exercising
any previously unseen parameter. This second saving condition
therefore captures marginal novelty in the configuration space
directly. A candidate that exposes a previously unseen parameter
enters the seed queue immediately.

Traditional coverage-based greybox fuzzing already uses code
coverage to allocate more energy to seeds with broader coverage
and thus generate more candidates from those seeds. ConFFuzz
preserves this coverage-guided budgeting and extends it with pa-
rameter information. Specifically, CONFFuZzZ uses numCandidates(s,
S) (line 8) for each selected seed. For a seed s, let coverage(s) be
the set of code branches covered by s and params(s) be the set

of configuration parameters exercised by s; let S be the current
|coverage(s)|
maxy/ g |coverage(s’)|

seed queue. ConFFuzz defines we (s, S) = and

|params(s)|
maxy/ cg |params(s’)|

wp (s,5) = , and computes

numCandidates(s, S) = max (1, [b “we (s, 8) - wp (s, S)]) ,

where b is the base mutation budget. New candidates are appended
to the seed queue S for later selection. Each iteration generates
candidates only within the per-seed mutation budget and time bud-
get, so although S grows as new seeds are appended, the algorithm
does not overrun its time budget. The scope of Algorithm 2 is a
single unit-test fuzz driver, and ConrFuzz applies it independently
to each fuzz driver. The coverage term preserves the standard grey-
box intuition that seeds with broader code coverage deserve more
follow-up mutations. The parameter term adds an analogous pref-
erence for seeds whose executions span more of the configuration
space. Seeds that cover more code and exercise more parameters
therefore receive a larger share of the mutation budget, while seeds
with smaller energy remain eligible for exploration. This budget-
ing rule is intentionally different from the saving rule above. The
saving rule rewards marginal discoveries in the current round by
admitting candidates that expose new branches or new parameters.
The budgeting rule then prioritizes saved seeds in later rounds ac-
cording to the breadth of behavior that those seeds already exercise.
Under this design, a candidate that first reveals a new parameter
receives additional follow-up fuzzing after it has been saved as a
seed and selected for mutation in later rounds.

3.4 Debugging Support

When CoNFFuzz detects test failures, users still need to localize the
underlying bugs. Fully manual debugging of fuzzing results is both
tedious and difficult, and one immediate challenge is identifying the
failure-inducing configuration parameters among a large set of mu-
tated parameters. CONFFUzz provides an automatic configuration-
minimization tool to pinpoint failure-inducing parameters (§3.4.1).
It also filters benign failures and groups failures with the same cause
to assist users in processing a large number of failures (§3.4.2).
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Algorithm 3: Fault localization algorithm of ConFFuzz

Input: test ¢, failing configuration Cpy;;, max attempt limit
MAX attempts, default configuration C, default

Output: minimal configuration that triggers the failure Cp;p,

// Cfaiy stores only the parameters that differ from Cgefaur

[

2 failure, exception < RUN(t, Cyefauir W Crait)

3 attempts < 0

while attempts < MAXattempts A SIZE(Cpyit) > 1 do
attempts < attempts + 1

[LES

6 Clefts Cright < RANDOMSPLITINTOHALVES (Cfyi1)

<

if RUN(t, Caefautr ¥ Clep) = (failure, exception) then
Chait < Cleft

3

©

else if RUN(2, Cgefauir W Crignt) = (failure, exception) then
10 Cfail — Cright

11 Cpyin <~ REMOVEONEBYONE (£, Cyi1)

12 return Cpip

3.4.1 Localizing failure-inducing configuration parameters. For a
given failure, CoNFFUzz uses Algorithm 3, similar to delta debug-
ging [83], to localize the configuration parameters that trigger the
failure. The idea is to apply randomized binary search to find a
minimal set of parameters that can reproduce the failure.
Algorithm 3 repeatedly divides the set of mutated configura-
tion parameters relative to Cgefyyy into two subsets and tries to
reproduce the failure with each subset (lines 7-10). If one subset
successfully reproduces the failure, CONFFUzz continues the search
with that subset. When the minimum triggering set spans both
subsets, neither subset can reproduce the failure. CoNFFuzz retries
with a new partition until it reaches the maximum attempt limit
(lines 4-6). At the end, ConFFuzz falls back to a more methodical
one-by-one removal strategy (line 11): it removes one parameter,
reruns the test, and adds the parameter back if the failure does not
reproduce. If the failure stops reproducing after one parameter is
removed, that parameter belongs to the failure-inducing set.

3.4.2  Filtering out benign failures. CoNFFuzz filters out benign test
failures that are unlikely to indicate bugs based on their symptoms.
If the log message or exception type clearly indicates that the failure
was caused by configuration, we treat the failure as one that the
system already anticipated. CoNFFuUzz considers a test failure be-
nign when the exception type and message clearly indicate that the
system rejected the configuration as intended. More specifically, the
failure is benign if the exception is either Illegal ArgumentException
or IOException with configuration- or parameter-related keywords
in the error message, or if it is ComparisonFailure or Assertion-
Error thrown from the system code, and the error message includes
the name or value of at least one failure-inducing configuration
parameter. These rules are neither sound nor complete, but we find
them empirically effective in filtering out the benign test failures.
Those benign failures are not false positives in the strict sense, but
are better understood as misconfigurations [57], which are not the
focus of ConrFuzz.

3.4.3 Grouping failures. Finally, ConFFuzz groups test failures
by symptom so that users can inspect one representative failure
from each group. Failures in the same group usually share the
same root cause but were exposed by different tests. CoNnrFuzz
groups two failures if they: (1) share the same exception type, (2)
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Table 1: Cloud system projects used in our evaluation.

# Config  #Fuzz

Project/Module P . LOC SHA
arams  Drivers

HCommon/hadoop-common 892 998 253K d37586
HDFS/hadoop-hdfs 2771 1890 362K  d37586
HBase/hbase-server 1348 980 431K d38552
Alluxio/core 847 158 63K bc8eld
Hive/ql 669 1944 560K  6b05d6
MapReduce/client-core 270 232 63K d37586
Yarn/hadoop-yarn-common 242 341 119K d37586
Kylin/core-cube 150 105 21K 322ab6
Zeppelin/zeppelin-zengine 146 182 23K f2bl6f

are induced by the same set of parameters (§3.4.1), and (3) have
the same stack trace excluding trace lines from external libraries
outside the target project. In our evaluation, CoNFFuzz reduced
hundreds of thousands of failures to a few hundred groups (§5.1).

3.5 Implementation

We implement ConFFuzz in 9,800+ lines of Java code. ConFFuzz
uses JQF [48] as the fuzzing backend for greybox coverage-guided
fuzzing. We set the base mutation budget b of ConrFuzz to 50
by default, following JQF [48], and expose it as a configurable
parameter. Besides JQF, ConFFuzz uses RgxGen [60] to generate
randomized parameters that match a given regular expression;
generation is deterministic for a given seed to support debugging.
ConrFuzz uses two maps for dynamic parameter tracking: a
local map and a global map. The local map tracks the parameter set
exercised in the current fuzzing round, while the global map tracks
all parameters exercised across all fuzzing rounds. When a candi-
date execution is saved as a seed, CONFFUZz stores the parameter
set recorded in the local map with that seed. CoNFFuzz retrieves
this stored parameter set when the same seed is selected again
as a parent in Algorithm 2. We measure the overhead of dynamic
parameter tracking in CoNrFFuzz by comparing test execution time
with and without tracking, and the average overhead is only 3%.

4 Evaluation Setup

This section describes the experimental setup for evaluating CONF-
Fuzz. The evaluation measures both the bug-finding effectiveness
of ConFFuzz and the contribution of its main design components.

Evaluated Projects. We evaluate CoNFFuzz on nine widely used
open-source cloud systems: HBase, HCommon, HDFS, Alluxio,
Hive, Kylin, MapReduce, Yarn, and Zeppelin. Table 1 summarizes
the selected module for each project, together with the number of
configuration parameters, the number of fuzz drivers, the module
size, and the evaluated commit. All selected projects are highly con-
figurable: the selected module exposes 2771 parameters in HDFS,
1348 in HBase, and 892 in HCommon; even the smaller systems
expose many, such as 150 in Kylin and 146 in Zeppelin. For each
project, we select a recent commit that passes continuous integra-
tion (CI). Similar to prior work [15, 57, 67], we evaluate one core
module per project to keep the cost manageable while still covering
the main configuration-API surface of each project.

Evaluated Variants. We evaluate four greybox variants: CONF-
Fuzz, CONFFUZZp,5e, CONFFUZZTpgcks Defs @d CONFFUZZ a0k - CONF-
Fuzzp,ge serves as the prior-work baseline. It reimplements the
greybox strategy of ConfigFuzz [90], the state-of-the-art greybox
fuzzer for program options, and adapts the strategy to Java-based
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Table 2: Evaluated variants and the components enabled.

Code Start From Param-Aware Param-Aware
Variant Coverage Default Config Energy
Guidance Config Mutation Allocation
COoNFFUZZp,se v v X X
CONFFUZZTyack v X v X
CONFFUZZTyacks Def v v v X
ConrFuzz v v v v

cloud systems, because ConfigFuzz targets C/C++ programs and
command-line options and cannot be applied directly to our set-
ting. CONFFUZZp,ge starts from the default configuration, mutates
parameters from the full configuration space, and relies only on
code-coverage guidance. CONFFUZZ T,k +Def adds parameter-aware
configuration mutation (§3.2). CONFFUZZ Ty, keeps that mutation
strategy but does not start from the default configuration, which
isolates the effect of default initialization (§3.2.2). CoNFFuzz further
adds parameter-aware energy allocation (§3.3). Table 2 summarizes
the components enabled in each variant. All four variants share
the same API instrumentation, unit-test fuzz drivers, configuration-
value generator, and failure processing. We do not include EC-
Fuzz [31] as a blackbox baseline because ECFuzz drives system
tests and uses unit tests as a filter: a generated configuration that
fails a unit test is discarded before system testing. CoNFFuzz takes
the opposite view, using unit tests as fuzz drivers and treating
configuration-induced unit-test failures as the bugs to expose. The
failures that ConFFuzz targets are therefore, by construction, the
ones that ECFuzz filters out. The two also fuzz at different granu-
larities: ECFuzz fuzzes a whole system, whereas ConrFFuzz fuzzes
each unit-test driver independently, so CoNnFFuUZzz can run many
more fuzzing executions within the same time budget. Prior work
has already shown greybox fuzzing to be more effective than black-
box fuzzing [11, 20, 42, 49, 71, 73, 84, 90]. We also do not compare
against configuration-testing techniques [57, 66, 78]: they test a
specific configuration or code under a specific configuration rather
than search the configuration space, so they are not fuzzers and
thus not directly comparable baselines.

Fuzzing Setup. For each project, we start from the original unit
test suite and keep only the tests that exercise at least one configu-
ration parameter as fuzz drivers. To keep the cost manageable, we
fuzz at most 1,000 tests per project: we use all eligible tests when
a project has at most 1,000 such tests, and otherwise randomly
sample 1,000. After discarding drivers that fail under the default
configuration, this process yields 4,838 fuzz drivers across the nine
projects. We fuzz each driver for 30 minutes using the same unit-test-
driven fuzzing setup as UTopia [26]. Using unit tests as fuzz drivers
gives high test execution speed: across all campaigns, ConFFuzz
averages 20.57 executions per second (48.6 ms per execution). For
comparison, ECFuzz [31] reports that system testing on the same
class of cloud systems (including HCommon, HDFS, HBase, and
Alluxio) executes 0.0371 testcases per second on average, about 27
seconds per execution, so CONFFUZzZ’s unit-test drivers are roughly
550 times faster. One run of one variant therefore requires 2,419
VM-hours, and the 20 main campaigns in this study (four variants
and five repetitions per variant) require 48,380 VM-hours before
reruns caused by VM preemption and subsequent bug triage. We
repeat each experiment five times to reduce the effect of fuzzing
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randomness. The experiments run on Azure VMs [43] with dual-
core CPUs, 8 GB RAM, Ubuntu v20.04.2, and Java v11.0.19. Our
conclusions hold within a fixed time budget with unit-test drivers;
we do not claim that they extrapolate to arbitrarily long campaigns.
The 30-minute budget covers 4,838 drivers across nine systems,
four variants, and five repetitions, amounting to 48,380 VM-hours
(over 2,000 VM-days), well beyond the usual 24-hour by 10-trial
fuzzer evaluations. Within this budget, ConFFuzz finds more bugs
and explores more parameters than all other variants.

Accounting for Flakiness and Unexpected Crashes. We count
only reproducible failures in the bug statistics. Before fuzzing, we
run each candidate fuzz driver twice under the default configuration
in the same JVM and discard drivers that fail in either run. During
bug analysis, we exclude non-reproducible failures caused by flaky
tests, JVM crashes, and VM crashes; we rerun campaigns affected
by infrastructure failures.

Instrumentation Efforts. We instrument the configuration APIs
of each evaluated project as described in §3.1. Although we are not
developers of these projects, the instrumentation is straightforward
because each project exposes unified configuration APIs: instru-
menting the GET APIs and the configuration-class constructors
took about half an hour per project and added 20 lines of code on
average, with a minimum of 11 lines for Kylin and a maximum of
37 lines for Hive.

5 Evaluation Results

Our evaluation answers the following questions:

e RQ1: Does ConFFuzz find more bugs than its variants?

e RQ2: Does ConFFuzz explore more of the parameter space?
o RQ3: Does CoNFFuzz achieve higher code coverage?

e RQ4: What bugs do ConFFuzz and its variants find?

5.1 ROQ1: Does ConFFuzz Find More Bugs?

We compare the bugs found by ConrFuzz with those found by
its three variants across all nine evaluated projects to assess the
overall effectiveness of CoNFFuzz and the contribution of each
design decision. Figure 4 reports the per-project average number
of unique failures and bugs over the five runs described in §4,
with standard error of the mean (SEM) to capture run-to-run varia-
tion. Table 3 complements the figure with 95% confidence intervals
for the means, paired 95% confidence intervals for the differences
between ConNFFuzz and each variant, paired t-test p-values, and
Cohen’s d_z effect sizes.

Across the nine evaluated projects, CoNFFuzz finds the most
bugs in eight and ties only on Alluxio, where no evaluated vari-
ant finds a bug. Across all projects, ConFFuzz (leftmost, green, in
Figure 4) finds 94.8 bugs on average, compared with 68.6 for CONF-
FUZZ1racksDef (purple), 59.2 for CONFFUZZT, ¢k (red), and 19.4 for
CoNFFUzZzp,se (rightmost, grey). The largest gains appear on HDFS
(23.4 vs. 12.4, 12.0, and 3.4) and HBase (11.0 vs. 5.6, 5.6, and 2.2).

Comparing CoNFFUZzZp,se With CONFFUZZTyack+Def iSOlates the
effect of parameter-aware mutation (§3.2). Parameter-aware muta-
tion raises the average bug count from 19.4 to 68.6. CONFFUZZp,se
mutates parameters from the full configuration space, which is ex-
tremely large in the evaluated projects, whereas CONFFUZZTyaclcsDef
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Figure 4: The number of bugs and unique test failures found
on all evaluated projects (averaged over five runs).

Table 3: Formal statistical summary for RQ1 across five runs.

Metric ConrFuzz Track+Def Track Base
4 Buos 94.8 68.6 59.2 19.4
& [90.6,99.0] [66.7,70.5] [54.1, 64.4] [17.0,21.8]
4 Fail 499.0 361.2 348.0 158.0
" [486.2,511.8] [349.3,373.1] [340.8,355.2] [150.8,165.2]
(a) Mean totals with 95% confidence intervals.
Metric Variant A 95% CI p-value d
Track+Def +26.2 [22.3,30.1] 4.7e-05 8.41
# Bugs Track +35.6 [27.8, 43.4] 2.3e-04 5.64
Base +75.4 [71.7, 79.1] 5.7e-07 25.42
Track+Def +137.8 [115.9, 159.7] 6.3e-05 7.81
# Fail. Track +151.0 [143.9, 158.1] 4.9e-07 26.49

Base +341.0 [330.0, 352.0] 1.1e-07 38.61

(b) Paired comparisons on total counts. A denotes CoNFFUzz minus
the comparing variant.

mutates only the much smaller exercised-parameter subset, whose
parameters are more likely to affect execution. The improvement
is particularly large in systems with large configuration spaces
such as HDFS and HBase, where randomly choosing an exercised
parameter from the full space is unlikely and mutating unexercised
parameters often reproduces the same execution path.
Comparing CONFFUZZTyack+Def With CONFFUZZ Ty, isolates the
effect of starting from the default configuration (§3.2.2). The ef-
fect is limited: the two variants find a similar number of bugs on
average (68.6 vs. 59.2). In HBase, for example, CONFFUZZTyack+Def
and CONFFUZZy,¢ both find 5.6 bugs on average. Unit tests often
exercise only a small subset of configuration parameters, so starting
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from a random configuration over that subset does not necessarily
prevent the fuzzer from reaching deep code paths and can some-
times even expose paths that exercise more parameters than the
default configuration does (see §5.2). This suggests that starting
from the default configuration, although common in recent config-
uration fuzzing work [29, 31, 90], is not a critical design choice for
configuration fuzzing in highly configurable cloud systems as long
as parameter-aware mutation is in place to steer fuzzing toward
exercised parameters.

Comparing ConFFuzz with CONFFUZZ a0k Def iSOlates the ef-
fect of parameter-aware energy allocation (§3.3). Parameter-aware
energy allocation raises the average bug count from 68.6 to 94.8,
because it steers fuzzing toward seeds that exercise more parame-
ters and therefore increases the chance of reaching bugs gated by
newly exercised parameters; §5.2 confirms that ConFFuzz indeed
explores more parameters.

Unique test failures show the same ranking as unique bugs,
with ConFFuzz leading on every project and showing the largest
margins on HDFS and HBase. CoNFFuzz triggers 499.0 unique test
failures on average, compared with 361.2 for CONFFUZZTyack+Defs
348.0 for CONFFUZZTy4ck, and 158.0 for CONFFUZzZg,se. HDFS and
HBase again show the largest margins: CONFFUzz reaches 134.4 and
88.2 unique failures, while the three variants are at 67.8/66.8/38.8
and 42.4/47.0/22.4, respectively.

Figure 5 reports the union
of unique bugs across five B
runs, where a bug counts for -
a variant if that variant ex-
poses it in at least one run.
We omit CONFFUZZp,se from
the Venn diagram because
every bug it finds is also
found by another variant and . 38
it therefore adds nothing to
the union. Together, CONF-
Fuzz and its variants expose
125 unique bugs. ConrFuzz
finds 118 unique bugs across
the nine evaluated systems, whereas CONFFUZZTy5ck s Def @annd CONF-
Fuzzry,ck find 83 and 76, respectively. ConFFuzz alone contributes
38 bugs that neither tracking variant finds, whereas the two track-
ing variants contribute only 2 and 1 exclusive bugs. Seven bugs
are not found by ConrFuzz but are found by one or both track-
ing variants, most likely because CoNFFuUZzz prioritizes seeds that
exercise more parameters (§3.3) and can thus miss seeds that exer-
cise fewer parameters but still trigger unique bugs. This tradeoff is
worthwhile overall, given the much larger exclusive and mean bug
counts reported above.

Formal statistics support the same conclusion. Table 3a shows
that ConFFuzz reaches a mean total bug count of 94.8 (95% CI
[90.6, 99.0]) and a mean total failure count of 499.0 (95% CI [486.2,
511.8]), and Table 3b shows that CoNFFuzz gains 26.2 bugs and
137.8 failures on average over CONFFUZZTyack+Def, With larger gains
over the other two variants. Every paired comparison is significant
under the paired t-test (p < 0.001), every 95% confidence interval
for the difference excludes zero, and every effect size is large.

COUfFuZZTrack
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Figure 5: Number of unique
bugs found in nine projects.
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5.2 RQ2: Does ConFFuzz Explore More of the
Configuration Parameter Space?

We next evaluate whether ConrFuzz explores more of the configura-
tion parameter space, which can explain why it finds more bugs. We
compare CoNFFuzz with CONFFUZZ ¢k :Def and CONFFUZZ 1y, ¢k,
because CONFFUZzZp,se does not track exercised parameters and
therefore has no corresponding notion of explored parameter space.

Figure 6 shows, for each project, the ratio between the number of
exercised configuration parameters during fuzzing and the number
exercised by the initial seed, with shaded regions showing run-to-
run variation. A ratio of 1.0 means that fuzzing never moves beyond
the initial parameter set during the 30-minute campaign. ConFFuzz
finishes with the highest ratio in every project, which shows that
parameter-aware mutation and parameter-aware energy allocation
together help ConFFuzz explore more parameters than the two
tracking variants.

The largest gaps appear in projects where ConrFFuzz also gains
the most bugs: on HDFS it grows the exercised-parameter set to
39.5X the initial size, versus 25.6X and 25.0X for the two tracking
variants; the corresponding ratios are 6.0X, 4.7X, and 4.1X on HBase
and 2.18X, 1.37X, and 1.41X on HCommon. MapReduce, Hive, and
Yarn show smaller but consistent gains. Kylin, Zeppelin, and Alluxio
stay close to 1.0 for all variants, indicating that their fuzz drivers
reveal few additional parameters beyond the initial seed; even there,
ConrFuzz reaches the largest explored parameter count.

CONFFUZZTyacksDef and CONFFUZZ7y,c show similar growth
trends and final ratios in most projects, suggesting that starting from
the default configuration has no consistent effect on the explored
parameter space. Only ConrFuzz, with parameter-aware energy
allocation (§3.3), consistently explores more parameters: once a
mutation exposes a new parameter, CONFFUzz records it, saves the
corresponding seed, and allocates more effort to expanding that
region of the configuration space.

Beyond ratios, we also report absolute exercised-parameter counts.
Across all ConrFuzz driver executions, the median count grows
from 22 in the initial seed to 35 after 30-minute fuzzing, and the
mean count grows from 118.8 to 194.2, an increase of 75.4 exercised
parameters on average. In total, 60.1% of drivers exercise at least
one new parameter during fuzzing.

5.3 RQ3: Does ConFFuzz Achieve Higher Code
Coverage?

Having shown that ConFFuzz explores more of the configuration
parameter space (§5.2), we now examine whether this translates into
higher code coverage. We measure branch coverage achieved by
ConrFuzz and compare it with CONFFUZZTyck 1 Defs CONFFUZZ ¢k
and CoNFFUzzp,se. Following [26], we report union branch cover-
age: for each project, we union the branches covered across all of
the project’s fuzz drivers, averaged over five runs. Figure 7 shows
the union branch coverage at the end of 30-minute fuzzing, nor-
malizing each project to CONFFUZZy,cc = 100% so that projects
ranging from about 700 to 27,000 branches are comparable.
ConrFuzz attains the highest union branch coverage on eight of
nine projects against CONFFUZZy,cx and CONFFUZZ ¢k +Def> and
on all nine projects against CONFFUZZg,ge. Taking the geometric
mean of the per-project coverage ratios, CONFFuzz covers about
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Figure 7: Union branch coverage [26] at 30 minutes, averaged
over five runs and normalized to CONFFUZZ1y k-

14.2% more branches than CONFFUZZ 5k, about 13.3% more than
CONFFUZZTyacks Def> and roughly 3.2 times the coverage of CONF-
Fuzzp,ge. The largest gains concentrate on the high-parameter-
count projects (HDFS +52.2%, HBase +40.5%, Hive +17.5% over
CONFFUZZTy a0k ), While low-parameter-count projects show small
differences (Kylin +0.3%, Yarn +2.3%). The single loss is on Zep-
pelin, the smallest-parameter-count project, where ConrFuzz is
0.4% below CONFFUZZTyack and 0.6% below CONFFUZZTyack s+ Def:-
The coverage trend across projects from Figure 7 mirrors the
parameter-exploration trend from Figure 6: the projects where
ConrFuzz achieves the largest parameter exploration are exactly
the ones with the largest coverage gains, because exercising more
configuration parameters generally exercises more code. On projects
with few configuration parameters, the three ConFFuzz variants
perform almost identically because there is little parameter space
to explore. CONFFUZZp,s, trails all three variants on every project,
since it mutates parameters chosen uniformly at random from the

Table 4: Summary of bugs found by ConFFuzz variants.

ID Bug Type Count Percentage
B1 Crashing with no message 41 32.8%
B2 NullPointerException 25 20.0%

B3 Semantic bugs 23 18.4%
B4 Arithmetic bugs 19 15.2%

B5 Bugs in test code 15 12.0%
B6 Test polluter 2 1.6%

X 125 100.00%

whole parameter set rather than from the exercised set, which
shows the benefit of restricting mutation to exercised parameters.

5.4 RQ4: Summary of New Bugs Found

Table 4 categorizes the bugs found by ConNFFuzz and its variants,
and Table 5 presents one case study per type. CONFFUZzZ exposes
many crashing bugs that lead to runtime exceptions, as well as se-
mantic bugs that cause inconsistent behavior [5], infinite loops [6],
and resource leaks [3]. We define a bug as a defect with an observ-
able failure symptom, and we only report bugs that reproduce on
the test with the offending configuration. We have reported 77 of
the 125 bugs to the developers. So far, 26 have received developer
responses: 14 have been fixed, 12 have been confirmed, and the
remaining reports are pending developer response.

Crashing with no message. Here the system crashes while
parsing the fuzzed configuration but emits either no message or a
cryptic one, leaving users without actionable diagnosis and even
sending them in the wrong direction [79-81]. In HDFS-17101 (Ta-
ble 5), when the value of parameter fs.permissions.umask-mode is
612, HDFS fails to perform IO operations without any error message,
which makes diagnosis difficult.

NullPointerException. Mutated configurations often enable
a feature without initializing all required state, a corner case that
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Table 5: Examples of bugs found by ConFFuzz (of different types).

Fuzzed Parameters

Type Bug ID Exception (parameter=value) Fuzzed Test
. . TestDecommissioningStatusWithBackoffMonitor
B1 HDFS-17101 AssertionError fs.permissions.umask-mode=612 #testDecommissionDeadDN
B2 HBASE-28452 NullPointer hbase.client.default.rpc.codec="org.apache. AbstractTestIPC
Exception hadoop.hbase.regionserver.wal.SecureWALCellCodec” #testLauncher
B3 HDFS-17105 IndexOutOfBounds dfs.namenode.max.extra.edits. TestNNStorageRetentionManager
B Exception segments.retained=-1974676133 #testNoLogs
. mapreduce.fileoutputcommitter. TestFileOutputCommitter
15 WLAAREIDIICIE-7/44k Asatiioltite cleanup.skipped=true #testCommitterWithDuplicatedCommitV1
B4 HBASE-27993 Arithmetic hbase.regionserver.logroll.multiplier=0.0, TestWALMethods
i Exception hbase.wal.provider=multiwal #testGetSplitEditFilesSorted
ClassCast . SO o TestRPC
B5 HADOOP-18814 Exception hadoop.security.authentication="kerberos #testReaderExceptions
B6 MAPREDUCE-7443 IOException fs.permissions.umask-mode=243 TestFileOutputCommitter

#testRecoveryUpgradeV1V2

default testing can miss. In HBASE-28452 (Table 5), setting HBase’s
codec parameter to SecureWALCellCodec throws NullPointerExcep-
tion: the codec class lacks an expected constructor, so the RPC client
never initializes its thread-pool executor, yet the finally block still
calls shutdown() on it.

Semantic bugs. ConrFuzz also finds semantic bugs deeply
buried in the code and tightly coupled with specific system features.
In HDFS-17105 (Table 5), setting dfs.namenode.max.extra.edits.
segments.retained to a negative value crashes the HDFS NameN-
ode’s storage-retention manager with an IndexOutOfBoundsExcep-
tion: the purge loop removes edit logs while the list size exceeds the
retention count, so a negative value drains the list past empty and
then accesses index 0. In MAPREDUCE-7448 (Table 5), enabling
a MapReduce option that skips cleanup of the _temporary folder
also prevents FileOutputCommitter from writing the _SUCCESS
marker that blocks repeated commits, so later commit attempts run
mergePaths again, duplicate task output, and corrupt data.

Arithmetic bugs. Arithmetic bugs usually arise from calcu-
lations that do not account for unexpected parameter values.
In HBASE-27993 (Table 5), setting hbase.regionserver.logroll.
multiplier to 0.0 causes logRollSize to become zero, which triggers
a division-by-zero exception and crashes the HBase RegionServer.

Bugs in test code. ConFFuzz also exposes bugs in test code. In
HADOOP-18814 (Table 5), the HCommon test casts every caught ex-
ception to RemoteException, when hadoop. security.authentication
is set to kerberos and authentication fails with an IOException, the
test crashes with ClassCastException.

Test polluter. ConrFuzz finds test polluters [70] that cause
configuration-related flaky tests. In MAPREDUCE-7443 (Table 5),
the test pollutes the disk because it does not delete a directory cre-
ated during execution, so after CoNFFuUzz mutates fs.permissions.
umask-mode to an umask that revokes write permission, all subse-
quent runs fail with permission denials.

6 Related Work

Configuration Testing and Configuration Fuzzing. Configura-
tion testing validates software behavior under non-default configu-
rations by running tests in the presence of configuration values and
changes [15, 57, 66, 67, 75, 78]. Recent work brought it to cloud sys-
tems by linking configuration parameters with developer-written
unit tests [57, 78], and improved its practicality through test pri-
oritization and selection [15, 65, 67]. Related work also analyzes
configuration parameters and bugs through option extraction, pa-
rameter diagnosis, and bug detection [38, 52, 68, 69, 88].

Configuration fuzzing automatically mutates configuration val-
ues to expose crashes and semantic failures, and prior work has
fuzzed configuration files and command-line interfaces [18, 19, 84].
Recent techniques include ConfigFuzz [90] and POWER [29] for
program options and ECFuzz for large-scale cloud systems [31]. Sub-
sequent option-fuzzing work adds whitebox analysis, LLM-guided
prediction, option-file interleaving, dynamic scheduling, perfor-
mance and variability awareness, and configuration-dependency
fault injection [1, 7, 14, 17, 30, 56, 61, 63, 64], and benefits from
work inferring parameter semantics from code, documentation, or
learned patterns [10, 32, 86]. CoNFFuzz is also greybox, but targets
API-level configuration objects, uses unit tests as fuzz drivers, and
adds runtime parameter information as guidance.

Greybox Fuzzing with Richer Guidance. Greybox fuzzing began
with code-coverage guidance [11, 20, 42] and later incorporated ad-
ditional signals when coverage alone did not capture the structure
of the search space: custom generators that preserve input structure
and validity [24, 46, 48, 49], target distance [12], rare-path informa-
tion [54], static or dynamic data-flow information [16, 28], domain-
specific runtime signals such as memory usage or typestate [62, 72],
and strategies learned from prior executions [33, 39, 41, 82]. CONF-
Fuzz follows the same principle: its domain-specific signal is the
set of configuration parameters exercised by each execution, which
matters because a workload usually reads only a small subset, and
that subset can change as mutations open new control flow.

7 Conclusion

This paper presents CoONFFUZz, a parameter-aware greybox con-
figuration fuzzer for highly configurable cloud systems. ConFFuzz
uses existing unit tests as fuzz drivers, dynamically tracks the con-
figuration parameters exercised in each execution, restricts later
mutation to those parameters, and allocates fuzzing energy us-
ing both code coverage and parameter coverage. We evaluated
ConrFuzz on nine widely used cloud systems with 4,838 fuzz dri-
vers and three variants of its design. The results show that code
coverage alone is insufficient here: effective search also requires
parameter-aware mutation and energy allocation. Compared with
a code-coverage-only greybox baseline that mutates across the
full configuration space, CoNnFFuzz finds substantially more bugs
and achieves the highest parameter coverage in all nine systems,
exposing 125 configuration-related bugs across all campaigns.
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